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Keep people safe

Gallagher's industry-leading integrated security solutions provide complete site control

from one central management platform to keep your people safe and deliver a seamless

experience for your community.

Secure site access

Ensure people only have access to areas they are qualified
to be in, and effectively manage compliance with your

organizational policies and government regulations.

= Create an open yet secure environment allowing public
access to foyers, galleries and cafes while creating
physical barriers to secure areas such as minister
offices, the national authorization center, department of

defense and their army.

= Control access to restricted security zones such as,
work areas and high security areas holding sensitive
information, valuable assets, and automatically lock
rooms when not in use to protect people, your assets
and IP

= Access to specific areas can be granted or denied
based on HR information, security clearance levels, site

specific inductions, training, and qualifications.

= Prevent terrorist attacks with physical security in place

ensuring the right people have access to the right areas.

= Grant access using the identification of a person's
characteristics to provide controlled physical access to
personnel across infrastructures using Gallagher's high-

level integrations with third party biometric technology.

= Optional first card unlock keeps specific areas on site
secure until a nominated cardholder has accessed it
first.

= Ensure duty of care is met by granting access to areas
they are qualified to be in, and effectively manage
compliance and government regulations.

= Address multiple levels of security required on the same
site, or across multiple sites, from perimeter to access

control, parking integrations to high security areas.

Rapid evacuation and lockdown

Gallagher Command Centre helps you respond swiftly
and accurately during emergency situations such as fire,

natural disaster, terrorism or active shooter events.

= Enterprise level lockdown capabilities provide an
immediate, scalable response to terrorism threats, along

with an audit trail for review after the event.

= Quickly identify, locate and respond to any potential
risks on site, and notify changing threat levels directly to

staff phones using Broadcast Notifications.

= Optimize personnel flow and safety on-site during a drill

or emergency using Mobile Evacuation.

= Remain aware of your staff and visitor locations in real-

time using Tag Boards and Mobile Evacuation.

Visitor management

Control access using the Gallagher Visitor Management
interface to create an open yet secure environment that

keeps visitors on site safe.

= Manage visitor and contractor access on and off-site,
including updating visitor details, capturing photos and
printing visitor labels, assigning escorts and access

cards.

= Manage contractor and visitor time on site by monitoring
the use of their access card, including their last door
access. Visitor management integrations provide

effective control of visiting hours and protocols.
= Ensure contractors are capable, compliant, and qualified
to be on site before their access is granted using

competency-based access management.



Protect assets and data

Ensure operational continuity and avoid significant costs associated with loss of supply by

protecting your site's assets from theft and damage.

Reduce cyber risk

At Gallagher, our solutions are designed from inception to
be as cyber secure as possible. We continuously evolve our
solutions to meet the changing threat at a software and

physical level, building in robust cyber security at every stage.

= Reduce cyber security risks through Gallagher's end-to-end

encryption and user authentication.

= |dentify potential vulnerabilities within your system
using Gallagher's Security Health Check, allowing you
to proactively manage and respond to new and evolving

security risks.

= Implement regular software and hardware updates
across all devices to stay current with cyber threats and

effectively manage obsolescence.

= Receive expert configuration advice to deploy the system
in a secure environment, and a Gallagher hardening guide

to further strengthen each component.
= Ensure alayered security approach to networks, data and
systems using Gallagher's multi-factor authentication.

= Gallagher carries out internal and external penetration
testing during development to identify vulnerabilities

before updates or new solutions are released.

Protect valuable assets

Gallagher's intelligent access control and perimeter
solutions provide management and protection for

valuable assets and resources on your site.

= Put physical barriers in place in front of sensitive

information such as data centers.

= Supervise access to restricted areas with
intelligent alarm monitoring and advanced site map

functionality.

= Use zone counting to monitor the number of people

in an area on site.

= Deter, detect and respond to unauthorized entry on

site with our perimeter detection solutions.

"Our camera integration with Command Centre means that in addition to being

able to continuously observe critical areas, any site alarm that is triggered will

immediately bring up a live video feed for the security staff in our control room."

Chetan Prasad, Security Manager, Wellington City Council




Meet competencies and compliance
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Implement, enforce, and report on business policies and processes at every point using

physical security infrastructure and Command Centre.

Ensure compliance and manage competencies

Gallagher's continually evolving technology is a complete = Real-time audit trail provides prompt and reliable

site management solution that creates new possibilities decision-making information.

and helps you achieve compliance and best practice at all = External and internal penetration testing is completed
levels of your business. during development to identify vulnerabilities before

_ updates or new solutions are released.
= Regular SM updates ensure customer security systems
= Expert configuration advice to deploy the systemin a

remain compliant to Government standards - Type
1A (Australia), FIPS 201 (USA), CPNI standards (UK).

Our in-depth knowledge of software architecture and

secure environment, and Gallagher hardening guide to

further strengthen each component.

engineering allows us to develop product that meets the

strictest of standards for critical government sites.

= Access management can be based on individual
competencies allowing government facilities to
effectively manage compliance with policies and

government regulations.



Optimize facility use

Gallagher Command Centre allows you to efficiently
manage multiple sites and buildings, each with
different requirements, from one centralized
system. Gallagher solutions optimize facility use
and reduce unnecessary overheads by improving
facility management and energy consumption.

Simplify administration

Streamlined business processes and operational flow are
essential to any organization. Simplified administration
processes save time and money, while also improving staff

productivity.

= One platform to manage total security reduces costs
associated with managing multiple disparate systems.
Eliminate duplication of administration tasks and

improve staff availability.

= Gallagher Command Centre administration platform
is easy to use, particularly important in a high staff

turnover environment.

= Resources and rooms can be locked and unlocked based
on schedules, protecting physical assets and intellectual

property, and reducing admin burden.

= Manage staff carparking access, assignment and
occupancy using the carparking competency in

Command Centre.

= Validate staff working hours by knowing who is on site,

and when, with intelligent access control.

= Ease administration burdens with simple, automated,
customizable reporting. Powerful reporting saves time
and provides an audit trail of events to document visitors

on site, facility use and event reporting.

Business efficiency and cost savings

Gallagher's integrated security solutions allow you to
manage site security, control building management
systems, enforce compliance and increase system
efficiency - reducing operational and training costs, energy

use and, utility costs.

= Scheduling allows you to synchronize schedules and
access control to efficiently manage room heating
ventilation, air conditioning (HVAC) and lights, as well as
preventing unnecessary use of HVAC or lighting when

clinics are not in use.

= Monitor and control HVAC (heating ventilation and air
conditioning), air quality and other building management

systems using the BACnet protocol.

= Manage cameras, electronic gates and car park lighting
through Command Centre to enhance safety and
efficiency.

= Moving to a single card for many functions on site
reduces expenses associated with storage and

replacement of lost access cards, ID cards, and keys.

= Improved access control and physical security barriers

on site means fewer guard patrols are needed



Future-proof for growth

Implement a comprehensive yet flexible security solution
with the ability to easily scale the solutions, while remaining

centrally managed.

= Scalable and highly flexible, allowing for future growth
and standardized infrastructure across multiple

government facilities, and expansions/upgrades.

= Ability to extend to a distributed government facility
featuring multiple sites and buildings, all with different

requirements.

= Eliminate logistical issues recalling and re-issuing
access cards for a new system and maintain security

during access card migration.

= Ability to integrate with human resource management
systems makes it easier to manage two systems during
a migration process.

= Reduce costs during upgrades with the flexibility to use
existing cabling infrastructure.

= Once migration is complete, switch your readers to a
more secure mode with a click of a button - no need to

go to the individual readers
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